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Cybersecurity often feels like � g�me of c�t �nd mouse. As our solutions get better �t stopping �n �tt�ck, �dvers�ries

h�ve often �lre�dy developed �nd st�rted utilizing new t�ctics �nd techniques. According to Verizon DBIR, �dv�nced

thre�ts lurk in our environment undetected, often for months, while they ste�lthily look to g�ther v�lu�ble inform�tion

to ste�l or d�t� to compromise. If you w�it until these thre�ts become visible or �n �lert is gener�ted by tr�dition�l SOC

monitoring tools, it c�n be too l�te. Thre�t hunting c�n help comb�t these ch�llenges. R�ther th�n w�iting for �n �lert,

thre�t hunters pro�ctively �ssume th�t �n �dv�nced �dvers�ry oper�tes inside the network �nd oper�tes to find their

existence.

In this post, we discuss thre�t hunting, why it’s essenti�l, �nd how you c�n en�ble your te�m to �dopt e�cient hunting

str�tegies with the SentinelOne Pl�tform.

Wh�t is Thre�t Hunting?

Thre�t hunting h�s been defined by some �s � “computer security incident response before there is �n incident

decl�red”. Others define it �s “thre�t detection using the tools from incident response” or even“security hypothesis

testing on � live IT environment.”

We define thre�t hunting �s the process of se�rching �cross networks �nd endpoints to identify thre�ts th�t

ev�de security controls before they c�n execute �n �tt�ck or fulfill their go�ls.

R�ther th�n simply relying on security solutions to detect thre�ts, thre�t hunting is � pro�ctive �ppro�ch to finding

thre�ts hidden in your network.

Unlike the Security Oper�tions Center (SOC) �nd Incident Response (IR) te�ms, thre�t hunters not only respond to

thre�ts; they �ctively se�rch for them. This process involves m�king hypotheses on the existence of potenti�l thre�ts,

which �re then either confirmed or disproven on the b�sis of collected d�t� �nd �n�lysis.

Thre�t hunting is �lso quite � di�erent �ctivity from either incident response or digit�l forensics. The purpose of DF/IR

methodologies is to determine wh�t h�ppened �fter � bre�ch w�s discovered. In contr�st, when � te�m eng�ges in

thre�t hunting, the �im is to se�rch for �tt�cks th�t m�y h�ve �lre�dy slipped through your defensive l�yers.

Thre�t hunting di�ers from penetr�tion testing �nd vulner�bility �ssessment, too. These �ttempt to simul�te �n �tt�ck,

�sk questions such �s wh�t ‘could’ h�ppen if someone compromised my security. Where�s thre�t hunters work from

the premise th�t �n �tt�cker is �lre�dy in the network �nd then look for indic�tors of compromise, l�ter�l movement,

�nd other tell-t�le �rtif�cts th�t m�y provide evidence of the �tt�cker.

Why Do You Need To Incorpor�te Thre�t Hunting?

On �ver�ge, cybercrimin�ls spend 191 d�ys inside � network before being discovered, �nd th�t’s more th�n enough time

to c�use some d�m�ge.

Simply st�ted, if you �ren’t looking for thre�t �ctors inside your network, you m�y never know they �re there. Wh�t if

the �tt�ckers lock you out of the systems before you notice th�t you �re under �tt�ck? With �n e�cient thre�t hunting

progr�m, you don’t h�ve to stress over such possibilities.

Thre�t hunting is hum�n-driven, iter�tive, �d�ptive, �nd system�tic. Hence, it e�ectively reduces d�m�ge �nd over�ll

risk to �n org�niz�tion, �s its pro�ctive n�ture en�bles security profession�ls to respond to incidents more r�pidly th�n

would otherwise be possible. It reduces the prob�bility of �n �tt�cker being �ble to c�use d�m�ge to �n org�niz�tion,

its systems, �nd its d�t�.

Thre�t hunting �lso reduces your reli�nce on extern�l vendors th�t m�y not know your network or norm�l employee

beh�vior �s well �s your thre�t hunting te�m might.

Fin�lly, thre�t hunting will force you to le�rn your networks, systems, �pplic�tions, �nd users.

Underst�nding �ll of these components is � critic�l element of � robust security fr�mework.

Six Steps To Cre�ting An E�cient Hunting Progr�m

So how do you cre�te � perfect �nd e�cient hunting progr�m? Well! In re�lity, the perfect hunting progr�m r�rely

exists! You need your hunting progr�m to be �n iter�tive combin�tion of processes, tools, �nd techniques continu�lly

evolving �nd �d�ptive to suit your org�niz�tion. Here �re six steps th�t will help you cre�te �n e�cient thre�t hunting

progr�m in your org�niz�tion.

1. Ensure You H�ve The Right D�t�.

No d�t�, no hunt! Period!

All successful thre�t hunting begins with h�ving the right d�t� to �nswer the right questions. Without the right d�t�,

you will not be �ble to conduct � successful �nd me�ningful hunt. You need to ensure you h�ve telemetry th�t c�ptures

� wide r�nge of �ctivity �nd beh�viors �cross multiple oper�ting systems �nd which c�n serve �s � b�se for �ll your

thre�t hunting e�orts. Device telemetry should include d�t� like network tr��c p�tterns, file h�shes, processes, user

�ctivity, network �ctivity, file oper�tions, persistence �ctivity, system �nd event logs, denied connections, �nd

peripher�l device �ctivity.

Just h�ving the r�w d�t� is not enough; you �lso need to ensure th�t you h�ve context surrounding the d�t�. Knowing

which d�t� to combine, correl�te, or extend is critic�l. Ide�lly, you w�nt tools th�t �llow � cle�r overview of �ll the �bove

d�t� with powerful c�p�bilities to �utom�tic�lly contextu�lize �nd correl�te di�erent events into unified detections th�t

minimize the �mount of m�nu�l sifting through r�w logs.

SentinelOne p�tented Storyline  technology provides �n�lysts with re�l-time �ction�ble correl�tion �nd

context �nd lets security �n�lysts underst�nd the full story of wh�t h�ppened in your environment.

E�ch �utonomous SentinelOne Agent builds � model of its endpoint infr�structure �nd re�l-time running beh�vior.

Every element of � story h�s the s�me Storyline. This gives you the full picture of wh�t h�ppened on � device �nd wh�t

c�used it to h�ppen. SentinelOne �utom�tic�lly correl�tes rel�ted �ctivity into unified �lerts th�t provide C�mp�ign

Level Insight. This reduces the �mount of m�nu�l e�ort needed, helps with �lert f�tigue, �nd signific�ntly lowers the

skillset b�rrier of responding to �lerts.

2. B�seline To Underst�nd Wh�t’s Norm�l In Your Environment

Thre�t hunters need � solid underst�nding of the org�niz�tion’s profile, business �ctivities th�t could �ttr�ct thre�t

�ctors, such �s hiring new st�� or �cquiring new �ssets, �nd comp�nies.

A critic�l component of thre�t hunting is h�ving the d�t� to b�seline ‘norm�l’ �nd find outliers (outlier �n�lysis).

Att�ckers will often w�nt to blend in with ordin�ry users to �cquire user credenti�ls from phishing c�mp�igns, so

underst�nding � user’s typic�l beh�vior is � useful b�seline for investig�ting �nom�lous file �ccess or login events.

Combining th�t with underst�nding wh�t comp�ny d�t� is of v�lue to �tt�ckers �nd where it is loc�ted c�n le�d to

cre�ting hypotheses such �s “Is �n �tt�cker trying to ste�l d�t� loc�ted �t � specific loc�tion?” This, in turn, could

prompt d�t� collection th�t �nswers questions like: “Which users h�ve �ccessed th�t loc�tion for the first time in the

l�st n d�ys?”

SentinelOne’s beh�vior�l AI engine lever�ges �dv�nced d�t� science methods to te�ch systems the di�erence

between regul�r d�y-to-d�y oper�tions �nd �ctu�l thre�t beh�vior.

This provides the �n�lyst with the complete picture �nd �ny �ddition�l context needed to help them underst�nd wh�t

norm�l looks like �nd en�ble them to spot �ny outliers. An �lert is triggered if � p�ttern emerges, such �s repe�ted login

�ttempts from � country th�t is not the usu�l norm in your environment, which m�y indic�te � potenti�l brute force

�tt�ck. This helps m�ke thre�t detection �nd hunting f�ster �nd more �ccur�te. SentinelOne �lso ret�ins historic�l

d�t� from 14 d�ys to 365+ d�ys, �v�il�ble to query in ne�r re�l-time, so th�t the hunting te�m c�n underst�nd �nd

�n�lyze d�t� over l�rge periods of time.

3. Develop A Hypothesis

M�ny hunts st�rt from �n intel source th�t uses Indic�tors of Compromise (IoCs), h�sh v�lues, IP �ddresses, dom�in

n�mes, network or host �rtif�cts provided by third-p�rty d�t� sources such �s Inform�tion Sh�ring �nd An�lysis Center

(ISAC) or the FBI. Hunts c�n �lso be incident driven; given �ny incident, you need to �nswer how �nd when it h�ppened.

However, not �ll thre�ts �re known. In f�ct, � l�rge number of thre�ts �re unknown, so hunting c�nnot solely rely on

utilizing known methodologies.

In � hypothesis-driven workflow, � hunt st�rts with cre�ting � hypothesis, or �n educ�ted guess, �bout some type of

�ctivity th�t might be going on in your environment. Using Open-source intelligence (OSINT) tools �nd fr�meworks like

MITRE ATT&CK works e�ectively if you know wh�t you �re looking for.

Th�t brings us to one of the essenti�l components of thre�t hunting: hypothesis form�tion �nd testing. Hypotheses �re

typic�lly formul�ted by hunters b�sed on tools �nd fr�meworks, soci�l intelligence, thre�t intelligence, �nd p�st

experiences. Gener�lized questions could include, “If I were to �tt�ck this environment, how would I do it? Wh�t would I

�ttempt to g�in �ccess to? Wh�t would be my t�rgets?”. Other ex�mples could include questions like “Why do I see

encrypted HTTPS, FTP tr��c to countries in the E�st, in my environment?” or “Why do I see �n �bnorm�l volume of

DNS queries from � single m�chine?”

Ide�s c�n be derived from the following sources:

MITRE ATT&CK fr�mework: � v�st knowledge b�se of �tt�ck t�ctics, techniques, �nd procedures. Studying the

MITRE techniques �nd their simul�tion in test environments c�n serve �s � found�tion for developing hypotheses.

Thre�t Intelligence reports: cont�in useful inform�tion �bout �tt�ck techniques �nd procedures b�sed on re�l

incidents. System�tic �n�lysis of such reports should sp�rk some thought �nd give rise to m�ny thre�t hunting

ide�s.

Blogs, Twitter, �nd conference t�lks: inform�tion �bout new �tt�ck techniques �ppe�rs for the first time vi�

rese�rch blogs, �nd conferences, even before the �tt�ckers st�rt �ctively using it. The timely study of such

inform�tion will �llow thre�t hunters to be pro�ctive �nd prep�re before the new �tt�ck technique becomes

widespre�d.

Penetr�tion testing: �tt�ckers tend to use tools simil�r to those �pplied by experienced pen testers. Therefore,

studying pen-testing pr�ctices cre�tes � tre�sure trove of knowledge for gener�ting thre�t hunting hypotheses.

SentinelOne’s p�tented Deep Visibility lets you quickly �nd iter�tively query �nd pivot �cross endpoint telemetry

c�ptured from endpoint devices to v�lid�te hypotheses.

SentinelOne �utom�tic�lly correl�tes �ll rel�ted objects (processes, files, thre�ds, events, �nd more) of � thre�t. For

ex�mple, suppose � process modifies � di�erent process by injecting code. When you run � query, �ll inter�ction

between the source process, t�rget process, �nd p�rent process shows cle�rly in the cross-process det�ils. This lets you

quickly underst�nd the d�t� rel�tionships: the root c�use behind � thre�t with �ll of its context, rel�tionships, �nd

�ctivities. An�lysts c�n �lso lever�ge historic�l d�t� to m�p �dv�nced thre�t c�mp�igns �cross time to en�ble e�cient

hypothesis gener�tion.

You c�n cre�te powerful hunting queries with e�sy-to-use shortcuts. As � thre�t hunter, the MITRE ATT&CK fr�mework

h�s likely become one of your go-to tools. SentinelOne m�kes hunting for MITRE ATT&CK T�ctics, Techniques, �nd

Procedures (TTPs) f�st �nd p�inless. It’s �s e�sy �s entering the MITRE technique ID �nd using this to perform � hunt.

SentinelOne provides � query libr�ry of hunts using d�t� from v�rious open, commerci�l, �nd bespoke sources

cur�ted by SentinelOne rese�rch.

These hunts �re the output of hypotheses th�t �re proven �cross rese�rch d�t� �nd �re generic. For ex�mple, the use of

unm�n�ged, unsigned PowerShell is likely �bnorm�l in most environments �nd would commonly require �ddition�l

investig�tion. Both of the �bove ex�mples �re not m�licious in �nd of themselves but fit in � hunting workflow �s they

�re descriptive of �nom�lies.

4. Investig�te & An�lyze Potenti�l Thre�ts

After gener�ting the hypothesis, the next step is to follow up on it by investig�ting v�rious tools �nd techniques to

discover new m�licious p�tterns in the d�t� �nd uncover the �tt�cker’s TTPs. If the hypothesis is correct �nd evidence

of m�licious �ctivity is found, then the thre�t hunter should immedi�tely v�lid�te the n�ture, extent, imp�ct, �nd scope

of the finding.

Although thre�t hunting st�rts with � hum�n-gener�ted hypothesis, thre�t protection tools, like SentinelOne, m�ke the

investig�tion more e�cient. SentinelOne’s Deep Visibility empowers r�pid thre�t hunting c�p�bilities th�nks to

Storyline. E�ch �utonomous SentinelOne Agent monitors endpoint �ctivity �nd re�l-time running beh�vior. A Storyline

ID is �n ID given to � group of rel�ted events in this model. When you find �n �bnorm�l event th�t seems relev�nt, use

the Storyline ID to quickly find �ll rel�ted processes, files, thre�ds, events, �nd other d�t� with � single query.

With Storyline, Deep Visibility returns full, contextu�lized d�t� th�t lets you swiftly underst�nd the root c�use behind �

thre�t with �ll of its context, rel�tionships, �nd �ctivities reve�led from one se�rch.

Storyline �llows thre�t hunters to underst�nd the full story of wh�t h�ppened on �n endpoint �nd en�ble them

to see the complete ch�in of events, s�ving time for your security te�ms.

5. R�pidly Respond To Remedi�te Thre�ts

Once you uncover � new TTP, you need to m�ke sure you c�n e�ectively respond �nd remedi�te the thre�t.

The response should distinctively define both short term �nd long term response me�sures th�t will be used to

neutr�lize the �tt�ck. The m�in go�l of the response is to immedi�tely put �n end to the ongoing �tt�ck to prevent the

system from d�m�ge by � perceived thre�t. But it is �lso essenti�l to underst�nd the c�use of the thre�t to improve

security �nd prevent �tt�cks of � simil�r m�nner in the future. All necess�ry steps must be t�ken to ensure th�t simil�r

�tt�cks �re not likely to h�ppen �g�in.

SentinelOne en�bles �n�lysts to t�ke �ll the required �ctions needed to respond �nd remedi�te the thre�t with � single

click.

With one click, the �n�lyst c�n rollb�ck the thre�t or perform �ny other �v�il�ble mitig�tion �ctions. Rollb�ck

function�lity �utom�tic�lly restores deleted or corrupted files c�used by r�nsomw�re �ctivity to their pre-infected st�te

without needing to reim�ge the m�chine.

The thre�t c�n be �dded to Exclusions, m�rked �s resolved, �nd notes c�n be �dded to expl�in the r�tion�le behind the

decisions t�ken. SentinelOne �lso o�ers full Remote Shell c�p�bilities to give your security te�m � quick w�y to

investig�te �tt�cks, collect forensic d�t�, �nd remedi�te bre�ches no m�tter where the compromised endpoints �re

loc�ted, elimin�ting uncert�inty �nd signific�ntly reducing �ny downtime th�t results from �n �tt�ck.

SentinelOne �lso c�n detect thre�ts in �dv�nce through the �id of its m�chine le�rning �nd intelligent �utom�tion. It

c�n �nticip�te thre�ts �nd �tt�cks by deeply inspecting files, documents, em�ils, credenti�ls, browsers, p�ylo�ds, �nd

memory stor�ge. It c�n �utom�tic�lly disconnect � device from � network when it identifies � possible security thre�t

or �tt�ck.

6. Enrich And Autom�te For Future Events

Fin�lly, successful hunts form the b�sis for informing �nd enriching �utom�ted �n�lytics. The fin�l step in the thre�t

hunting pr�ctice is to use the knowledge gener�ted during the thre�t hunting process to enrich �nd improve EDR

systems. This w�y, the org�niz�tion’s glob�l security is enh�nced th�nks to the discoveries m�de during the

investig�tion.

Adv�nced thre�t hunting techniques will try to �utom�te �s m�ny t�sks �s possible. Monitoring user beh�vior �nd

comp�ring th�t beh�vior �g�inst itself to se�rch for �nom�lies, for ex�mple, is f�r more e�ective th�n running individu�l

queries. However, both techniques �re likely to be required in pr�ctice. Both �re m�de e�sier if you h�ve tools like

SentinelOne with � rich set of n�tive APIs en�bling full integr�tion �cross your security softw�re st�ck.

SentinelOne is designed to lighten the lo�d on your te�m in every w�y, �nd th�t includes giving you the tools to

set up �nd run custom thre�t hunting se�rches.

With Storyline Auto-Response (STAR) custom detection rules, you c�n turn Deep Visibility queries into �utom�ted

hunting rules th�t trigger �lerts �nd responses when rules detect m�tches. STAR gives you the flexibility to cre�te

custom �lerts specific to your environment th�t c�n enh�nce �lerting �nd tri�ging of events

SentinelOne c�n �lso �utom�tic�lly mitig�te detections b�sed on the policy for suspicious thre�ts or the policy for

m�licious thre�ts or c�n put endpoints in Network Qu�r�ntine. Alerts �re triggered in ne�r-re�l-time �nd show in the

Activity log in the M�n�gement Console. You c�n en�ble �lerts in Syslog th�t c�n be used for tri�ge �nd SIEM

integr�tion.

After running the query in Deep Visibility �nd investig�ting, you c�n select �n Auto-Response for the rule to

�utom�tic�lly mitig�te the rule detections. With th�t, you h�ve set your SentinelOne solution to �utom�tic�lly protect

your environment, �ccording to your needs, from every thre�t, every second of every d�y. Modern �dvers�ries �re

�utom�ting their techniques, t�ctics, �nd procedures to ev�de prevent�tive defenses, so it m�kes sense th�t enterprise

security te�ms c�n better keep up with �tt�cks by �utom�ting their m�nu�l worklo�ds.

Closing Thoughts

Implementing � thre�t hunting progr�m c�n re�p m�ny benefits to the org�niz�tion, including pro�ctively uncovering

security incidents, f�ster Incident Response times, �nd � more robust security posture. E�ective thre�t hunting needs

to result in less work for your busy �n�lysts while �t the s�me time future-proofing your SOC from � v�riety of known

�nd unknown �dvers�ries. SentinelOne gives you visibility, e�se of use, speed, �nd context to m�ke thre�t hunting more

e�ective th�n ever before. Ple�se cont�ct us or request � demo to see how SentinelOne c�n help you develop �n

e�cient hunting progr�m.
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